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Data Protection Policy

This policy has been drafted in accordance with the requirements of the General
Data Protection Regulation (GDPR) which will come into effect on 25 May 2018.
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Policy statement

11

1.2

1.3

1.4

1.5

Everyone has rights with regard to the way in which their personal
data is handled. During the course of our activities as a trust we will
collect, store and process personal data about our pupils, workforce,
parents and others. This makes us a data controller in relation to that
personal data.

We are committed to the protection of all personal data and special
category personal data for which we are the data controller.

The law imposes significant fines for failing to lawfully process and
safeguard personal data and failure to comply with this policy may
result in those fines being applied.

All members of our workforce must comply with this policy when
processing personal data on our behalf. Any breach of this policy may
result in disciplinary or other action.

Other relevant trust policies: Staff ICT acceptable use policy, digital
safeguarding policy, staff protocol for use of social media, subject
access request policy, retention and destruction policy, CCTV policy.

About this policy

2.1

2.2

2.3

2.4

The types of personal data that we may be required to handle include
information about pupils, parents, our workforce, and others that we
deal with. The personal data which we hold is subject to certain legal
safeguards specified in the General Data Protection Regulation
(‘GDPR’), the Data Protection Act 2018, and other regulations (together
‘Data Protection Legislation’).

This policy and any other documents referred to in it set out the basis
on which we will process any personal data we collect from data
subjects, or that is provided to us by data subjects or other sources.

This policy does not form part of any employee's contract of
employment and may be amended at any time.

This policy sets out rules on data protection and the legal conditions
that must be satisfied when we process personal data.

Definition of data protection terms

3.1

All defined terms in this policy are indicated in bold text, and a list of
definitions is included in the Annex to this policy.

Data Protection Officer

4.1

4.2

As a trust we are required to appoint a Data Protection Officer (‘DPQO’).
Our DPO is Kathryn Trudgeon based at our central office: Celtic Cross
Education, Unit 15 Victoria Trading Estate, Victoria Business Park,
Roche, Cornwall PL26 8LX, email: data@celticcross.education

The DPO is responsible for ensuring compliance with the Data
Protection Legislation and with this policy. Any questions about the
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4.3

operation of this policy or any concerns that the policy has not been
followed should be referred in the first instance to the DPO.

The DPO is also the central point of contact for all data subjects and
others in relation to matters of data protection.

5 Data protection principles

5.1

5.2

53

Anyone processing personal data must comply with the data
protection principles. These provide that personal data must be:

5.1.1 Processed fairly and lawfully and transparently in relation to
the data subject;

5.1.2 Processed for specified, lawful purposes and in a way which is
not incompatible with those purposes;

5.1.3 Adequate, relevant and not excessive for the purpose;
5.1.4 Accurate and up to date;
5.1.5 Not kept for any longer than is necessary for the purpose; and

5.1.6 Processed securely using appropriate technical and
organisational measures.

Personal Data must also:
5.2.1 be processed in line with data subjects’ rights;

5.2.2 not be transferred to people or organisations situated in other
countries without adequate protection.

We will comply with these principles in relation to any processing of
personal data by the trust.

6 Fair and lawful processing

6.1

6.2

Data Protection Legislation is not intended to prevent the processing
of personal data, but to ensure that it is done fairly and without
adversely affecting the rights of the data subject.

For personal data to be processed fairly, data subjects must be made
aware:

6.2.1 that the personal data is being processed;
6.2.2 why the personal data is being processed;
6.2.3 what the lawful basis is for that processing (see below);

6.2.4 whether the personal data will be shared, and if so with
whom;

6.2.5 the period for which the personal data will be held;



6.3

6.4

6.5

6.6

6.2.6 the existence of the data subject’s rights in relation to the
processing of that personal data; and

6.2.7 the right of the data subject to raise a complaint with the
Information Commissioner’s Office in relation to any
processing.

We will only obtain such personal data as is necessary and relevant to
the purpose for which it was gathered and will ensure that we have a
lawful basis for any processing.

For personal data to be processed lawfully, it must be processed on
the basis of one of the legal grounds set out in the Data Protection
Legislation. We will normally process personal data under the
following legal grounds:

6.4.1 where the processing is necessary for the performance of a
contract between us and the data subject, such as an
employment contract;

6.4.2 where the processing is necessary to comply with a legal
obligation that we are subject to, (e.g the Education Act 2011);

6.4.3 where the law otherwise allows us to process the personal
data or we are carrying out a task in the public interest; and

6.4.4  where none of the above apply then we will seek the consent
of the data subject to the processing of their personal data.

When special category personal data is being processed then an
additional legal ground must apply to that processing. We will
normally only process special category personal data under the
following legal grounds:

6.5.1 where the processing is necessary for employment law
purposes, for example in relation to sickness absence;

6.5.2 where the processing is necessary for reasons of substantial
public interest, for example for the purposes of equality of
opportunity and treatment;

6.5.3 where the processing is necessary for health or social care
purposes, for example in relation to pupils with medical
conditions or disabilities; and

6.5.4 where none of the above apply then we will seek the consent
of the data subject to the processing of their special
category personal data.

We will inform data subjects of the above matters by way of
appropriate privacy notices which shall be provided to them when we
collect the data or as soon as possible thereafter, unless we have
already provided this information such as at the time when a pupil
joins us.



6.7

6.8

6.9

6.10

6.11

6.12

6.13

6.14

6.15

6.16

If any data user is in doubt as to whether they can use any personal
data for any purpose then they must contact the DPO before doing so.

Vital Interests

There may be circumstances where it is considered necessary to
process personal data or special category personal data in order to
protect the vital interests of a data subject. This might include medical
emergencies where the data subject is not in a position to give
consent to the processing. We believe that this will only occur in very
specific and limited circumstances. In such circumstances we would
usually seek to consult with the DPO in advance, although there may
be emergency situations where this does not occur.

Consent

Where none of the other bases for processing set out above apply
then the school must seek the consent of the data subject before
processing any personal data for any purpose.

There are strict legal requirements in relation to the form of consent
that must be obtained from data subjects.

When pupils and our Workforce join the trust a consent form will be
required to be completed in relation to them. This consent form deals
with the taking and use of photographs and videos of them, amongst
other things. Where appropriate third parties may also be required to
complete a consent form.

In relation to all pupils we will seek consent from an individual with
parental responsibility for that pupil.

If consent is required for any other processing of personal data of any
data subject then the form of this consent must:

6.13.1  Inform the data subject of exactly what we intend to do with
their personal data;

6.13.2 Require them to positively confirm that they consent - we
cannot ask them to opt-out rather than opt-in; and

6.13.3 Inform the data subject of how they can withdraw their
consent.

Any consent must be freely given, which means that we cannot make
the provision of any goods or services or other matter conditional on a
data subject giving their consent.

The DPO must always be consulted in relation to any consent form
before consent is obtained.

A record must always be kept of any consent, including how it was
obtained and when.

Processing for limited purposes



7.1 In the course of our activities as a trust, we may collect and process
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